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THE REFERENCE GUIDE IS NOW CALLED TECHNOLOGY INSIGHTS.

CDW strives to be your go-to resource for all your technology needs. Toward that goal, we are revamping our
Reference Guides and relaunching them with a new name — Technology Insights — refocusing the content to
better meet your IT information needs, with more articles on the latest trends, best practice tips, and guidance for
making informed purchase decisions. We hope you like the new look and feel.




Meeting the challenges of mobility, cloud computing and
virtualization in the software realm

READ ABOUT:

-BYOD concerns,
beyond security
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licensing contracts

- The new power
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tools: marketing
departments

-Untangling
virtualization's 2843
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SOFTWARE MANAGEMENT TRENDS

M ostIT executives recognize
therelationship between

mobile computing and worker
productivity, and have long issued
notebook computers and other
mobile devices to road warriors
and employees who work extended
hours. In cases where they have no
mobile device policy, users often
take mattersinto their own hands.
While the bring-your-own-
device (BYOD) trend concerns
IT teams for various reasons
(most of them security-related),
many accepted the inevitable and
beganissuing usage policies and
deploying mobile management
solutions. Where they may not be
focusing enough attentionis on
BYOD's software aspects, including
application compatibility, usage
and effect onlicense agreements.
Where there's device proliferation,
there's compliance complication.

MOBILITY AND BYOD

Mobility introduces many variables,
including licensing issues. IT teams
that provide network access to any
application more significant than
email are already facing compatibility
challenges due to the multiple operating
systems that employees runon
their mobile devices. Attempts to
monitor the matrix of users, devices,
applications and usage compliance
may feellike an exercisein futility.

Most business software licensing
focuses on the device. Per-seat
pricing made sense when staff worked
primarily on desktop or notebook
PCs. Today, more than 50 percent of
information workers, on average, use
three or more devices for work. If many
employees are using multiple devices
to connect to multiple applications,
and vendorsrequire alicense for each
device, BYOD becomes a budget killer.

Some organizations are pushing
for what they consider a more viable

model: user-based licensing, where
the user —not the device —becomes
the focal point of the software license.
Many vendors are starting to offer
user-based licenses, allowing an
enterprise to buy a single license for a
user that covers, perhaps, five devices.
Not surprisingly, vendors tend to
charge more for this type of agreement,
but such deals simplify support and
streamline mobile license management.

Meanwhile, IT heads are considering
desktop and application virtualization
to address application compatibility
issues that arise when user devices
runoperating systems that aren't
the organizational standard.
However, this approach can further
complicate licensing compliance. So
any IT group exploring virtualized
desktops or apps should consult
closely withits software provider or
a third-party services specialist.

Now that it's gained traction, don't
expect the BYOD movement to stall.

COMPLIANCE SPEED BUMP:
MANAGING MOBILE APPS

Thosein the software industry tend to segment business buyers by their need and willingness to
takerisks. On one end of the customer spectrum are bleeding-edge and early adopters; and on
the other, late adopters who wait until software is proven or they no longer can compete without it.

However, many traditional customer segments are being pushed out of their comfort zone andright into new
software license compliance territory. This shake-upis aby-product of IT consumerization and itsimpact
on the workforce. In some cases, it's forcing morerisk-averse customers to become earlier adopters.

BYOD is contributing to the fast-growing market for mobile device and application management tools, which include
featuresfor controlling app downloads and ensuring license compliance.In a 2012 Forrester BYOD trend survey,
37 percent of IT respondents cited their ability to manage mobile app licenses as a primary mobility challenge.

They havereason to worry — mobile app management is complicated. Most software providers haven't changed
their licensing terms toreflect the multiple devices an employee might use, meaning the user needs alicense for
every device that runs or accesses the software.

Beyond the cost, other intricacies can complicate compliance. If a worker using her own tablet at work logs on to
asite that provides free consumer access to applications that a business would berequired to license, evenif it's for
personaluse, her actions may run afoul of the vendor's enterprise licensing agreement terms. These agreements
typically call for organizations to purchase alicense for any device accessing a software instanceif it'sbeing used
to "benefit the company,” terminology that is open to interpretation.
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Ina 2013 Gartner survey of ClOs, 38
percent said they expected to stop
providing enterprise-owned mobile
devices to employees by 2016, even
as they allow them to run enterprise
apps and access network data.

CLOUD COMPUTING

Cloud computing has brought
significant changes to IT departments
and the environments they manage,
challenging basic assumptions and
provoking heated debate. Over time,
the concept of hosted software
assets delivered as a service became
commonplace, then strategic. In
addition to the popular software-
as-a-service (SaaS) model, other IT
assets are available in cloud models,
including platform as a service (PaaS)
andinfrastructure as a service (laaS).

SaaShas alot to offer. Take the
payment model: In-house software,
particularly enterprise applications,
requires a significant capital outlay.
SaaS, onthe other hand, can be
purchased through a monthly or annual
subscription, typically on a per-seat
basis. As an operational expense, SaaS
is easier to absorbinto a budget.

Other advantages: When IT heads
want toimplement new software,
cloud providers can deploy it quickly.
The cloud can also deliver frequent
upgrades, handle support and offer the
ability to scale up seatsinboom times
andreduce them when need drops.
While Saas best suits enterprises
whose applications don't require heavy
customization, IT managers can brand
application portals and tailor the look
and feel of the software for users.

However, cloud computing has
some drawbacks, including some
attributes that can complicate
software asset management (SAM)
efforts. Enterprises today oftenrun
hybrid cloud environments, with
data center and critical resourcesina
private cloud, and othersin the public
cloud. Depending on how Saa$S apps
are configured, they may run both on

theinternal network and externally,
complicating an IT administrator's
ability to pinpoint the instances that
fallunder their licensing contracts.

ENTERPRISE SOCIAL

Marketing departments are pouring
significant cashinto branded social
media and tools designed to help them
manage their digital presence. Stand-
alone and bundled tools monitor and
filter social feeds, analyze sentiment
andintent, and measure engagement.

S244
BILLION

The market
for public
cloud services
forecast

for 2017

Among the emerging technologies
targeting the spaceis enterprise
social media management software
(SMMS), a segment with high growth
potential. SMMS platforms enable
teams to manage an organization's
multiple social media accounts through
feature-rich consoles. The software
isnew enough to be considered a
differentiator, particularly for large
enterprises, which have, on average,
180 separate social media accounts.

'SOURCE: Forecast: Public Cloud Services, Worldwide, 2011-2017, 3Q13 Update, Gartner, September 2013

The platforms enable marketers
tomanage a wide range of
activities for social engagement,
including creating, publishing and
moderating content; collaborating
withinternal teams and external
stakeholders; establishing
content-related workflows and
permissions; and leveraging
integrated reports and analytics to
measure effectiveness. They also
build in governance, intelligence
and application programming
interfaces tointegrate with key
systems across the enterprise.

SMMS providers offer adiverse
range of Saas pricing options,
including by user, seat, number of
networks orindividual pages tracked,
as wellas number of departments
or geographicallocations using the
software. These products are fairly
complicated, so potential buyers
might consider professional services
for training and other needs.

Spending on marketing technology
— especially social tools —is growing
rapidly. IDC expects spending
on enterprise social software
applications to grow at a healthy
compound annual growth rate of
22.3 percent between 2012-1017.

The social technology segment
isinfluencing softwareinnew,
multilayered ways. In 2012, a Gartner
analyst caused a stir when she said
chief marketing officers would be
spending more on IT by 2017 than
ClOs. Not everyone agrees with
that prediction, but it suggests that
the marketing department'srole
as abusinessdriverisincreasing
theimportance of the CMO.

Many ClOs encourage department
heads to make their own software
decisions, as long as they're within
a SAM framework that centralizes
procurement through the IT group.
Marketing may be the driver, but IT
teams areresponsible for ensuring
effective, secure softwarerollouts
that account for every asset variable.
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VIRTUALIZATION

Virtualizationis spreading
throughout data centers and across
networks. Virtualization efforts
startedin the data center with server
consolidation, where the IT department
was able to whittle down alarge number
of physical boxes to a few, each capable
of running numerous virtual machines
(VMs). Thisimproves server utilization
andreduces costs. An organization that
operates fewer servers generally will
have lower capital expenditures and
more energy-efficient data centers.

These benefits are difficult toignore.
Ina 2012 Cisco Systems survey of IT
leaders in small to midsize businesses,
77 percent of respondents said they
hadimplemented virtualization
technology in some aspect of their IT
environment. Public-sector enterprises
reported similar adoption rates.

Ina 2012 MeriTalk study, 82 percent
of federal IT leaders and 77 percent
of those at the state and local levels
were using server virtualization,
with an estimated 37 percent of
workloads on VMs. New efficiencies
have delivered estimated cost
savings of 19 percent, translating to
some $15 billion across government
sectors. And with VM workloads
expectedto climb to 63 percent
by 2015, governmentwide savings
could stand at nearly $25 billion.

Some IT professionals tend to fixate
oninfrastructure consolidation (and the
resulting cost savings and improved
efficiencies) in virtualization initiatives.
The vast majority of respondentsin
the Cisco survey (95 percent) cited
theseresults as the primary benefit
of server virtualization. Still, they
should aim higher, treating their
virtualization efforts as the first step
ontheroadto cloud computing, where
they'll combine consolidation and
private-cloud initiatives toimprove
service delivery and scalability.

Typically, successful server
virtualization leads IT teams to
virtualize storage, networks and
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basic production apps. As such
projects lead toreduced capital
expenditures, IT groups are starting
to focus onleveraging cloud
capabilities (faster provisioning,
user self-service, agile workload
shifting) to develop high-availability
IT services. Advanced virtualization
efforts willmove beyond cost savings
and efficiency improvements to
find ways to develop automation
capabilities for business agility.
These initiatives reflect, at leastin
part, agrowing desire by IT leaders
to optimize and automate their
infrastructure so they can free
themselves to become more involved
inbusiness initiatives. InIBM's 2013
C-suite Study series, two-thirds of
ClOs responding said their CEOs view
them as more than service providers.
They're positioning themselves
to spend more time on customer-
related activities, including working
with sales and marketing on business

development and deploying analytics
tools for better customer insight.
Optimization through virtualization
delivers the kind of returnon
investment that positions them

to achieve these objectives.

Like most computing advances,
virtualization exacts a price. For
instance, itintroduces new licensing
compliance complexities to an
environment full of complications.
Some SAMinventory tools that
function wellinless demanding
circumstances struggle to locate
allappinstances on native and
virtual servers, making it difficult
to gauge compliance. B
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An audit canbea
daunting experience.

Here's how to
handle one.

READ ABOUT:

- Building a SAM strategy around
software needs, overall IT
objectives and budget

- Maximizing ROl through SAM

-Discovery and inventory tools
for all digital platforms

-IT as the shot caller on >r)
software procurement

-Managing software contracts 7
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hypothetical scenario: In

2012, Rebigulator, a midsize
manufacturer of stereo microscopes
and specialized spectroscopy
analyzers, foundits owninfrastructure
getting an up-close examination.

CIO Anna Lytics was caught off
guard when the enterprise’s chief
financial officer informed her that
Microsoft would be conducting a
software license compliance audit.
Though she felt the company's
Microsoft server and client operating
systems, enterprise resource planning
software, and Office applications
were in compliance, she knew it would
take a significant effort to proveit.

Ina meeting with executives and
legal counsel, she was the primary
target of questions — but she wasn't
theonly oneinthe hot seat for any
issues the audit might uncover. Her
team, the finance department, the
organization's risk manager and an
outside legal firm tracked software
assets, information and spending using
spreadsheets and various databases,
but they weren'tintegrated. The
company had no central repository that
offered a cohesive view of installed
software and associated licenses.

Following the audit, Rebigulator got
its bill: It owed Microsoft $300,000
for noncompliance, in additionto a

substantial fine. The CIO went to the
enterprise's top executives to lobby

for animmediate review of the entire
software ecosystem. She wanted to
getitright the first time, so sheincluded
software lifecycle management

(SLM) servicesin her proposal.

Once the organization approved her
plan, the CIO called CDW. When a CDW
SLM specialist first met with Lytics,
they reviewed the audit findings. Areas
of noncompliance included VMs running
instances of Microsoft's Dynamics
GP ERP software, some unlicensed
instances of Office 2010 (which Lytics
was slowly replacing with Office 365),
and several VMs based on Windows
Server 2008 R2 that members of the
company's research and development
team had created for their own use.

They then discussed Rebigulator's
software needs, overall IT objectives
and budget. The enterprise’'simmediate
goals were to get a software inventory
baseline and check it against licenses.
Itslong-range objectives were to
see how theinventory aligned with
requirements and how well the
company was using its software, as
well as to kick off a SAMinitiative that
would build a foundation for compliance
and governance, while prioritizing
IT as a core business function.

The CDW team explained the key
stages of SLM and what each entailed.
CDW specialists would conduct
the work and partner with Lytics
to explain best practices for each
stage, as well as detail options for the

new SAM initiative. They explained

that the audit could serve double-
duty, as Rebigulator was facing an
XP upgrade within the next year.

Here's how the SLM engagement
was conducted and the lessons
Rebigulator learned.

DISCOVERY/INVENTORY

With 500 employees using various
devices, a mix of in-house and cloud
software, and VMs, Rebigulator needed
automated discovery and inventory
tools that could identify native,
virtual, mobile and cloud applications.
These tools can be purchased as
stand-alone products or as part of
integrated SAM suites. Available
tool options include the following:

-AGENT vs. AGENTLESS: Agentless
tools save the IT team the effort
of installing discovery agents on
allinventory equipment, but this
simplicity comes with a trade-off.
Agent-based tools can give IT staff a
more complete picture by, for example,
accounting for devices that aren't
persistently connected to the network.

-SEARCH CAPABILITIES: For a
comprehensiveinventory, more
sophisticated tools accurately
locate software instances on both
physicaland virtual servers, as well as
applications on mobile devices used
to connect to network resources.

- CLOUD COMPATIBILITY:

New tools are able to discover
andinventory any cloud-based
software an organizationis using.
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Rebigulator chose a cloud-based
SAM suite to identify software on
its network or connecting toit. The
team checked software installed on
servers and devices against purchased
licenses, as well as whether endpoint
images matched their master image.
Team members also conducted an
inventory of machines still running
XP to confirm the information
Microsoft provided during its audit.

What they found: Instances of
noncompliant marketing automation
software, some overprovisioned
applications (a number of which
the team could reclaim and install
in the company’s sales offices), old
software nolonger supported by
the manufacturer, unused modules,
some apps that weren't terminated
during their 30-day trial period
and now required licenses, several
games that siphoned off enterprise
resources and a couple of user-
launched software-as-a-service
applications with no expense receipts.

PROCUREMENT

CDW worked with Lytics and
other executives to develop a
centralized procurement plan that
would give departments greater
control over their software decisions,
while the IT group retained sign-
off control. Rebigulator chose to
further streamline procurement by
centralizing all future software and
hardware purchases through CDW.
Many ClOs are allowing department

heads to make software decisions so
the IT team can focus on efficiencies
andinnovation. However, SAM

best practices call for someone to
own the procurement process.

ClOs are a good choice, as they're
experienced in dealing with vendors,
negotiating prices and managing
licenses. With policies and procedures

in place, all software procurement
activity filters through the IT
department, which works with finance,
humanresources, legal and other
departments for good governance.
CDW worked with Rebigulator to
establish procurement processes,
educating department heads on proper
procedures for acquiring new software.

CEMENTING THE SAM FOUNDATION

Core business functions, such as accounting, human resources,
customer service and marketing, have had the benefit of
numerous decades to mature. The IT data center/networked
desktop paradigm, meanwhile, has been around for just afew
decades. But the IT departmentis saddled with the same high
expectations as more entrenched business functions.

"Relative to other departments, IT is theinfant in the organization,”
says Barbara Rembiesa, president and CEO of the International
Association of IT Asset Managers (IAITAM). "We didn't have the luxury
of maturing at the samerate as other business operations, but we are
still expected to function at thatlevel. We had to divein and swim,

and we've caught up very quickly to become a core business driver."

Given technology'simportance to operations, SAM is an
organizationalimperative for ensuring regulatory, industry
andlicensing compliance, as wellasmaximumreturnonIT
investments. It's also critical to the organization's stability and
growth asIT teams manage the complications created by BYOD,
virtualization, cybersecurity threats and other IT developments.

Creating a comprehensive SAM program is a complicated undertaking,
but the benefits are clear. "With anIT asset management foundation

in place, organizations can easily manage any new development,
whether it's a new licensing model for mobile or cloud, technology
disposalrequirements, new SAM tools, security practices,
industryregulations or employee certification,” Rembiesa says.
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They developed aroadmap for a
migration to Windows 8, identifying
which users were already running the
0OS and scheduling when others would
be upgraded from Windows XP.

They also drafted formal policies for
software stewardship to educate all
users, as well as electronic statements
that workers would sign every
year indicating their understanding
of policies andrisk. To reinforce
user compliance, CDW installed a
monitoring tool that would block
any attempt toinstallunapproved
software and would alert IT staff.

CDW also worked with the IT team
to discuss options for controlling
mobile apps. One option was to let
users purchase through a public app
store; another would use a third-party,
on-demand platform; and a third option
would establish the organization's
own enterprise app store.

Rebigulator chose the enterprise
option and worked with CDW to
determine a good apps portfolio
based on the company's user base,
whichincluded such diverse members
as adminstrative staff, mobile
salespeople and molecular biologists.
With new mobile device management
(MDM) software integrated through
the store, the IT team was able
tonegotiate the best licensing
agreements, track user downloads
and corresponding licenses, and block
the download of unapproved apps.

Finally, CDW helped Rebigulator
re-engineer workflow to bring the
humanresources departmentinto
the MDM process. Now, when new
employees join the organization, HR
works with IT staff to ensure that
their mobile devices are properly
configured and provisioned. And when
usersleave, all enterprise apps and
dataareremoved from their devices.

CONTRACT
MANAGEMENT

Managing software contracts to
negotiate the best licensing terms,

10

optimize usage and ensure compliance
is anintricate, continuous process,
not aone-time task. Typically, contracts
dictate termsrelated to usage,
quantity, transfer and maintenance.

- USAGE: These terms cover how

Rebigulator willuse the software

it has purchased. Beyond general
usage, they detail any restrictions
onuse based on the geographic
location of company offices or users.

-QUANTITY: Theselicense terms
canbe describedin the total number
of users, concurrent users or user
devices, as well as the number of
Servers, processors or cores.

- TRANSFER: This dictates whether
the organization canrelicense or
transfer the use of software to
external parties, such as contractors
and partners. Use transfer is strictly
controlled and seldom allowed.

- MAINTENANCE: This covers
support and maintenance terms,
including service-level agreements,
support channels, upgrades and
annual maintenance fees.

Maintenance on perpetuallicenses for
ERP, customer resource management
and other enterprise softwareis an
important revenue stream for vendors,
and the annualindustry-standard cost
is 20 percent of the total purchase cost.
Maintenance and general multiyear

software contracts canbe costly.
CDW explained thatit wasin
Rebigulator's bestinterest to
review actual usage versus
licensing and renegotiate
contracts on an annual basis.

Many IT heads intentionally
purchase more softwarelicenses
than necessary because they're not
certain how many users will need
access. Further, adding licenses prior
toanannualreview can be thorny
becauseitrequires that contracts be
modified. For these reasons, many
organizations don't optimize their
software spending. But having an
expertreview an enterprise's software
needs and negotiate contracts can
deliver significant cost savings.

SOFTWARE
DEPLOYMENT, SERVICES
AND SUPPORT

Following the contract review,
Rebigulator worked with CDW to
standardize better deployment
processes that would streamline
rollouts and track license compliance
as part of a SAM strategy.

IT administrators have long used
automated distribution tools to deploy
and update software on their networks,
with tool providers often adding new
features to simplify the process. These
include new management functionality,
license reporting and the ability to push
or pull packages or updates. Automated
application packaging and distribution
tools are available as stand-alone
products or bundled in SAM suites.

CDW recommended that Lytics
formally document a deployment
plan that her team could tailor for
specificrollouts. The basic components
of a deployment planinclude:

- Software description

+ The software's purpose

- Stakeholderinvolvementin approval

- Stakeholder responsibility

for installation
+Required end-user tasks
-Relevant end-user training
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- Processes for IT staff tracking

and verifying proper installation

- Processes for backing-out

installs should problems arise

Software distribution tools
also enable IT teams to create
deployment templates. They can
configure templates based on the
software they're deploying and
the end user's desktop image.

For distribution tools to track
applicationinstancesin today's
environments, they must be able
toleverage software tags. The ISO
working group that created a SAM best
practices framework under its 19770-1
standard now has a set of standards
(19770-2) for tagging software so
SAMtools cantrack it. Tagging must
start at the software publisher level,
with the embedding of standard tags.

A growing number of publishers
are adopting the standard. With
the forthcoming 19770-3, a
software entitlement standard,
licenses themselves will be tagged
so tools can track them.

FOLLOW-UP SERVICES

Post-deployment, theIT group
manages arange of software services
to keep software updated and secure,
whether it's installed on networked
machines or mobile devices. These
canbe automatically pushed by
IT staff or pulled by end users.

IT managers are responsible for
distributing application updates and
security patches. While they canuse
remote support tools to take control
of devices to fix endpoint application
issues, they also canleverage services
that automatically create trouble
tickets when they perceive a software
problem. This results in a hand-off to
anautomated component that triggers
services toremediate problems.

From the user side, any staff with
authorized access can download new
applications, add updates or even
spin-up a VM. As more audits find
complianceissues related to VMs, CIOs

will step up efforts to ensure that
users authorized to create VMs are
educated about virtualization-related
licenseissues, while preventing
those without permission from
engaging in these activities.

ACQUISITION POLICIES

IT consumerization provides
bothIT teams and end users a
level of freedom that canincrease
collaboration, production and
innovation. Employees across the
enterprise canleverage software
withlittle tono IT intervention to
do their jobs more efficiently and
effectively, freeing IT staff to focus
on strategicinitiatives. However,
when end users abuse this power,
deliberately or unintentionally, they
create problems that range from
minor annoyances to serious liabilities.

CDW's specialists reviewed
existing policies toimprove the
controls Rebigulator hadin place. The
company's IT team had instituted
controls governing who was
authorized to purchase software and
what software end users were allowed
to employ for business. CDW moved to
centralize procurement and licensing
authority with the IT department,
documenting new acquisition
processes for department heads that
defined the steps they would follow to
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request, acquire and deploy software.
Asthe engagement proceeded,
company executives regularly met to
consider the SAM options CDW laid
out for them. Inlight of their sustained
growth, financial position, planned
business development and IT initiatives,
as well as their intention to eventually
take the company public, Rebigulator's
leaders decided to contract with CDW
tomanage all SAM-related services and
develop an enterprise SAM program.
Rebigulator had the option of running
itsown SAM program, but the IT team
already hadits hands full on projects
thatinvolved the enterprise's supply-
chain and manufacturing facility; costly,
highly specialized design, modeling
and simulation products; and health
and safety compliance tracking tools.
The organization also had to deal with
the fact that Microsoft was ending its
support for Windows XP, prompting
plans to migrate to anewer OS.
With these challenges in mind
—and aninformed appreciation of
the personnelneeded to oversee
the planning, launch, management
and continuous improvements of
amature SAM plan — Rebigulator's
executives decided not to wait any
longer. They immediately started to
optimize their IT spending by hiring
CDW to manageit for them. ®
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Each year, organizations spend billions of dollars on software. That's alot of dough. You need to make

sure you're getting your money's worth. But with limited resources, keeping track of software purchases,
installations and usage patterns can be challenging and could leave you overspending on applications or
licenses you don't use. We get it. We have a team of software asset management (SAM) experts to help your
organization navigate the complexities of software licensing and help you get the most bang for your buck.
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-Using SAM to inform
softwareinvestments

- Avoiding software
fees and fines

*What's the best
approach to SAM?

+Making the most of
volume-basedlicensing

-Hands-free SAM:
How vendors can
unburden IT leaders

SOFTWARE ASSET MANAGEMENT:

PAY ATTENTION
HIlOR PAY UP R

There is a wide range of options for managing software assets, from
in-house solutions to the cloud to managed services providers.

iven their organizations’ diverse
G software portfolios, distributed
locations and on-the-go workers,
how many CIOs can express complete
confidence in their license compliance?
They know that softwareisindispensable
to the enterprise and naturally want to
manage every software asset (from
the commodity app to the big-ticket
enterprise suite) soit's optimally
leveraged and fully compliant throughout
its lifecycle. But that's not easy.

Software asset management was
hard enough when IT leaders presided
over locked-down environments
and a workforce under their control.
Intoday's complex IT environment,
it's an even greater challenge.

Softwareruns onincreasingly
distributed and virtualized networks,

bothinside and outside the organization.

It's purchased, provisioned and
controlled by multiple parties. Within
the enterprise, departments and users

empowered by IT consumerization
make software decisions without IT
approval. And outside, cybercriminals are
testing networks, finding vulnerabilities,
injecting malware and exfiltrating data.
The good news is that an entire
industry segment is dedicated to
creating SAM standards, best practices
and technologies. Organizationsin need
of IT asset management guidance can
turnto service providers, professional
associations and other sources.
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SOFTWARE ASSET MANAGEMENT

SAM combines processes with
technology for tracking software
inventory and associated licensing.
IT managers can use theinsights
from SAM repositories to inform
strategic softwareinvestments,
optimize usage and stay fully
compliant with their licenses.

COMPLIANCE & AUDITS

Trying to monitor the entire
ecosystem of users, devices,
applications and usage that
correlate with license compliance
may seem a futile exercise. But
noncomplianceis not only illegal, it
alsois potentially very expensive.

When the economy falters, software
providers focus more attention on
revenue leakage, leveraging audits
toimprove the bottomline. Inrecent
years, some software vendors
have watched their profit margins
slip as software as a service (SaaS)
continues to grab more market share.

Ina 2012 IDC survey of IT executives,
64 percent said they'd been audited
over the previous two years. Of these,
36 percent submitted to two audits
and 10 percent to three or more.

While respondents were mostly from
larger companies, smaller enterprises
received their share of attention as
well.Ina 2012 survey conducted by

S15.1
BILLION

Economic value that
would be derived by
the United States
fromal percent
increasein the use
of properly licensed
software, instead of
pirated software’

BMC Software and the International
Association of IT Asset Managers
(IAITAM), 24 percent of respondents
with fewer than 500 endpoints had
been auditedin the previous 18 months.

"Small and midsize businesses
are the biggest targets for
compliance audits. If you hit a small
organization witha $250,000 fine,
it's crippling,” says IAITAM CEO and
President Barbara Rembiesa.

What happens if an audit reveals
noncompliance? Situations vary
depending on vendor, severity
and other criteria. The settlement
requires the organization to delete
allunlicensed software, purchase
new licenses and pay a fine.

In cases where auditors determine
that a customer deliberately
circumvented licensing, the case can
be escalated to BSA — The Software
Alliance. Formed by a group of software
providers, BSA has the authority to
conduct formal audits and take legal
actionin the form of penalties or
lawsuits for copyright infringement.

If BSA gets aninsider tip that an
enterpriseis pirating software andits
investigation discovers unlicensed
software, itimposes afineasa
matter of course. "Copyright law
does allow for damages, but we
take care of piracy issues outside
of litigationin the vast majority of
cases," says Peter Beruk, BSA's senior
director of compliance marketing.
“Unfortunately, without fines,
sanctions wouldn't have any teeth.
They're needed to deter businesses
from doing the same thing again.”

Meanwhile, some vendors charge the
full price for each unlicensedinstance
rather than anegotiated rate, and
some make organizations compensate
them for thelicense shortfall from
the time the software was installed.
However, Beruk says, most vendors
elect not to pursue this course of
action, oftenreferredtoasa‘trueup.”

Enterprises that do end up being
audited are obviously taking a gamble

CDW's software

SAM Keys to Software Lifecycle Managemerit

lifecycle management
servicesinclude a
dedicated software asset
management practice.
Through a partnership
with Snow Software, it
offers agent-based and
agentless SAM solutions.
With its Software Asset
Manager, CDW can
conduct a comprehensive

audit to capturea
complete inventory of all
software and hardware
onor connected toan
organization's network.

The practice canleverage
inventory data from/its
hosted Snow solutions, as
well as from the Microsoft
Assessment and Planning
(MAP) toolkit and System
Center Configuration

Manager (SCCM), and
Symantec's Altiris.
Vendor license analysis
services for Autodesk and
Adobe are also available,

CDW's teams of account
managers, systems
engineers and field
solution architects
deploy and configure
asset discovery tools.
They also provide license

reconciliation that
compares what'sinstalled
intheenterprise's
environment against
licenses purchased.

CDW specialists can
review current software
agreements to determine
if money canbe saved by
consolidating agreements
or moving to amore cost-
effective pricing tier.

'SOURCE: "A Competitive Advantage: The Economic Impact of Properly Licensed Software’ (BSA — The Software Alliance, May 2013)
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when it comes to facing a true up.
Based onindustry studies, they are
just aslikely to avoid a true up as

to get hit with one (as well as fines)
and end up paying up to $250,000.
Some unlucky organizations have
paid out even more, up to S5 million.

Organizations with recently launched
or poorly maintained SAM programs
will probably have to scramble for an
audit. In Forrester's Software Asset
Managementin 2013: State of SAM
survey, 32 percent of organizations
hadn't yetimplemented SAM, and
39 percent said they had a program
inplace for less than three years.

Still, an audit can catalyze an
enterprise's SAM program. A robust
SAM program should define the
objectives, people, processes and
technologies needed to stay compliant,
optimize use and deliver a holistic
view of the software ecosystem for
intelligent decision-making. This insight

canidentify troublesome personnel,
as well as security vulnerabilities.

An organization's IT, legal, finance
and other departments should work
together to conduct self-audits to
identify cases of noncompliance. An
enterprise that builds areputation for
compliance through sound governance
might even keep auditors at bay.

Someindustry studies have
suggested that this could be the
case. Organizations that employ IT
asset management (ITAM) tools can
likely expect to be audited at alower
rate than those who have not. Such
alower audit rate may be attributed
to ahistory of compliance based
onprevious reviews, signaling to
providers that theresources they'd
expend on an audit weren't likely to
resultinrevenuerecovery. Some
organizations also may avoid an audit
by providing compliance reports
upon receiving the audit request.

ADDRESSING UNDER- &
OVER-PROVISIONING

IT groups juggle, on average, more
than 70 software contracts. Without
the visibility that SAM provides,
they'llfind it nearly impossible to
optimize licensing. Organizations
may squander money by buying more
licenses than they need, paying fines
for buying too few, negotiating poor
contracts or failing to reclaim usable
software during hardware disposal.

If an enterprise’s softwareis under-
provisioned, the chief financial officer
should expect to write what could
be avery large check at some point.
Those with over-provisioned software
will likewise waste money. Over-
provisioning is common in sit